
Introduction: Advanced Persistent Threats are an increasing problem for cyber

security experts as hackers use multiple tools and techniques ranging from social

engineering methods, the use of backdoors through remote access trojans, scripts

that allow persistent access and lateral movement to infiltrate systems to stay

undetected.

This project focused on the various ways Advanced Persistent Threats are

performed and how understanding them could help with the analysis of such

attacks. By researching what attacks are, how they are carried out, and examining

the psychology of who carries out these attacks, knowledge of how to effectively

analyse an attack was obtained.

The project also researched tools, policies and procedures required to forensically

undertake and efficiently perform the analysis of an Advanced Persistent Threat.
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Methodology: With the use of Autopsy Suite and FTK Imager, the logs of both
hard drives were investigated and the results were analysed.

Aim: The project aim was to effectively perform a forensic analysis on two hard

drives that had been infected by an advanced persistent threat.

[1]   https://www.active-directory-security.com/2013/10/5-Facts-You-Must-Know-About-Active-Directory
[2] https://sleuthkit.org/autopsy/docs/user-docs/4.0/cases_page.html
[4]   https://siliconforensics.com/products/software/forensic-tool-kit-ftk.html

Conclusion: The Linux drive displayed evidence of:

 A password cracking tool (Ophcrack) being installed.

 Apache2 being re-installed and overwriting the original programme.

 Malicious alteration of web browser code and stealing credentials.

 Ssh-server programme re-installed and a script injected.

 Auth.log, exposed multiple failed port access attempts, and unsuccessful tries to log into the system using

root privileges.

 The daemon log provided evidence that user 132 gained access to the network and the Main User Target.

 The dpkg.status.0 logs confirmed evidence of an attack taken place through multiple programmes

downloaded and executed.

The Windows drive produced evidence of:

 A trojan in the MpAsDesc.dll.mui log and folders deleted from the Windows system.

There was enough evidence to conclude the attack was advanced in nature, persistent and a threat to the 

security of the network.

Figure 1 – APT Steps [1]

Objectives:

 Extensive research into literature reviews of APT approaches was 

conducted. 

 Analysed different methods of APT attacks, groups and their mindset.

 Researched of the stages of forensic analysis, the implementation of 

the techniques, the execution of standards and best practises will be 

followed. 

 Obtain compromised disks.

 A small-scale experiment utilizing forensic methodology and tools to 

forensically analyse the compromised disks.

 The results of the analysis were conducted and evaluated.
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Figure 2 – Autopsy Logo [2]

Figure 4 – FTK Logo [3]

Figure 3 - Autopsy Log

Figure 5 – FTK Log
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