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This project tested the vulnerability of a computer and consumer-grade 
networking hardware against 3 different attacks. The first attack focused on 
obtaining the network Wi-Fi password. The second attacked the router admin 
page in order to obtain the username and password and third attack presented a 
victim with a fake website that collected their login credentials when they 
attempted to login. This project was justified by the growing number of data 
breaches that have occurred over the last decade. A report by Risk Based Security 
found that the number of data breaches recorded by Q2 in 2012 was 1408, by 
2018 this number had risen to 2475, with a large spike to 3813 recorded in 2019 
(which led to the leak of more than 4.1 billion records) [1].

1. Project Summary

The aim of this report was to carry out cybersecurity experiments on consumer-
grade hardware in order to exploit and gain access to a home network.

Objectives:
 To create an expansive literature review on existing exploits and tools and 

apply this to the implementation and experiment.
 To research penetration testing and conduct experiments to determine if this 

is successful or not and why.
 To attempt password cracking on a number of consumer electronic devices 

using existing password guessing approaches.
 To investigate data acquisition via man-in-the-middle attacks and their 

implementation on a typical home network.
 To evaluate the experiment and collate the results with prior research.
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7. References

Four main papers were used as the basis of this project. A brief description is
provided below:

 The first paper investigated the Aircrack-ng tool and how it can be used to
monitor, capture from and attack wireless networks [2].

 The second paper detailed use of the THC Hydra tool to attack and obtain
login details for FTP, SSH and SMTP servers [3].

 The third paper covered the use of the Ettercap tool to perform Man-in-The-
Middle attacks, such as ARP Poisoning and DNS Spoofing [4].

 The fourth relevant paper covered the SET or Social Engineering Toolkit and
use of the Credential Harvester attack method to host a clone of a given
website and collect the credentials that victims enter into it [5].

3. Related Works

 In the first attack, Aircrack-ng was used to perform a de-authentication attack and cause the target client and access point to re-authenticate and
send the EAPOL handshake that was captured and then used to run a dictionary attack and find the password [Figure 1].

 In the second attack, THC Hydra was used to run a dictionary attack against the router login page [Figure 2].
 In the third attack, Ettercap was used to perform ARP [Figure 3] and DNS [Figure 4] Spoofing, serving the victim with a cloned website hosted via SET

and obtaining the victim’s credentials when they attempt to login.

4. Experiment

 The first attack was performed 3 times and successfully obtained the EAPOL handshake in all 3 attempts. The captured handshakes were then used to
perform a dictionary attack and found the correct password in an average time of 6 hours, 41 minutes and 1 second after an average 34724206.6
attempts [Figure 5].

 The second attack was also performed 3 times and successfully obtained a valid username and password combination in 72706 attempts in all 3 cases
[Figure 6].

 The third attack successfully spoofed ARP and DNS and used SET to serve the victim a cloned website and the credentials were obtained, however this
was only possible on HTTP websites [Figure 7].

5. Results

The first objective of the project was fulfilled, as the literature review is an expansive collection of knowledge on existing exploits and tools. It also 
contains various papers that were used in the experiment.
The second, third and fourth objective are all fulfilled by the experiment, as it contains instances of penetration testing in the form of gaining access to 
the network in the first attack and gaining access to the router in the second attack. The first and second attacks are both password attacks, thus 
obtaining the credentials to the network and the router constitutes successful password cracking. The third attack used an ARP/DNS spoofing attack and 
is therefore considered a Man-in-The-Middle attack. The spoofed DNS response directed the victim to a cloned copy of the website hosted through SETs 
Credential Harvester, which collects the credentials entered into any login form on the page, thus constituting data acquisition. 
Finally, the fifth objective was “To evaluate the experiment and collate the results with prior research.”, which was conducted in the Testing and 
Evaluation sections of chapter 5. As such, it appears that all objectives set in the first chapter have been achieved at some point in the project.

6. Conclusion
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